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Abstract— This paper investigates the effectiveness of
Discrete Cosine Transform (DCT) and Discrete Wavelet
Transform (DWT) for invisible watermarking in digital images.
The study compares their embedding quality using Peak Signal-
to-Noise Ratio (PSNR), Mean Squared Error (MSE), and
Structural Similarity Index Measure (SSIM), and evaluates
their robustness against common attacks, including Gaussian
noise, Gaussian blur, and JPEG compression. Experimental
results indicate that DCT achieves significantly higher image
quality retention, whereas DWT exhibits better resilience to
distortions. However, both methods struggle with robustness
against strong attacks. These findings suggest that while DCT is
preferable for quality preservation, DWT may be more suitable
for applications requiring resilience to distortions. A hybrid
approach combining both methods may offer a balanced
solution.
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1. INTRODUCTION

Digital watermarking is a widely used technique for
embedding information into images for authentication,
copyright protection, and tamper detection [1]. Among
various approaches, transform domain methods such as
Discrete Cosine Transform (DCT) and Discrete Wavelet
Transform (DWT) have gained popularity due to their ability
to embed watermarks in a visually imperceptible manner.

While DCT is known for its high-quality watermark
embedding, it is vulnerable to attacks, particularly
compression techniques like JPEG. On the other hand, DWT
provides multi-resolution analysis, potentially offering better
robustness against distortions. This study compares these two
techniques by analyzing their imperceptibility and robustness
through objective metrics such as PSNR, MSE, and SSIM.
Furthermore, their ability to withstand common attacks,
including Gaussian noise, Gaussian blur, and JPEG
compression, is evaluated by measuring extraction rates and
robustness values.

The results demonstrate that while DCT offers superior image
quality retention, DWT exhibits some resilience to
distortions. The findings highlight the need for a hybrid
approach that leverages the strengths of both methods for
optimal performance in watermarking applications.

II. DESCRIPTION OF THE PROCESSING SYSTEM

To begin with, a more detailed explanation of the operational
stages of the developed watermarking system is provided.
The input images (fig .1), which serve as the host for
embedding watermarks (fig .2), are processed through a
series of steps to ensure the watermark is successfully
embedded and remains robust under various conditions. The
process flow is divided into two main parts: watermark
embedding and evaluation metrics, followed by robustness
testing. Below, the key stages of the system are outlined [2],

[3]:

A. Watermark Embedding
B. Evaluation Metrics
C. Robustness Testing
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Fig. 1. Input image

A. Watermark Embedding
DCT Watermarking (Discrete Cosine Transform)

Fig.2.Watermark

1. Divide the Image into 8x8 Blocks: DCT is typically
applied to small blocks of the image (usually 8x8
pixels).

2. Apply DCT: Each 8x8 block is transformed from the
spatial domain (pixel values) to the frequency
domain (DCT coefficients).

3. Select DCT Coefficients: After the transformation,
you select certain DCT coefficients (mid- or high-
frequency components) to modify. These
coefficients are more suitable for embedding the
watermark while being imperceptible to the human
eye.

4. Embed the Watermark: The watermark is embedded
by slightly altering the selected DCT coefficients.
This could be done by adding or modifying values
in a pattern that represents the watermark data.

5. Apply Inverse DCT (IDCT): Once the watermark is
embedded in the DCT coefficients, the Inverse DCT
is applied to return the image to the spatial domain,
creating the watermarked image. (fig .3) [4], [5]



Fig. 3 . DCT watermarked image
DWT Watermarking (Discrete Wavelet Transform)

1. Apply DWT: The image is decomposed into
multiple frequency subbands using DWT. These
subbands include:

o Approximation
components)

o Details (high-frequency components in
horizontal,  vertical, and  diagonal
directions)

2. Select Subbands for Embedding: The watermark is
typically embedded in the high-frequency subbands
(horizontal, vertical, diagonal) because they are less
noticeable to the human eye and more resilient to
attacks like compression.

3. Embed the Watermark: The watermark is embedded
by modifying the selected high-frequency
coefficients in the subbands. Small changes are
made to these coefficients to encode the watermark
information.

4. Apply Inverse DWT (IDWT): After embedding the
watermark, the Inverse DWT is applied to
reconstruct the image, combining all modified
subbands into the final watermarked image.

(fig-4)[6]

(low-frequency

Fig.4. DWT watermarked image

B. Evaluation Metrics

The evaluation process in watermarking refers to the set of
techniques and metrics used to assess the effectiveness of a
watermarking algorithm. The goal is to ensure that the
watermark is successfully embedded in the image without
significantly degrading its quality, and that it remains
detectable and extractable even after the image undergoes
transformations or attacks (like compression or noise) [7].

The evaluation process typically involves:

1. Assessing Image Quality: Ensuring that the
watermarking process does not noticeably degrade
the visual quality of the image.

2. Evaluating Watermark Detection: Checking
whether the watermark can still be extracted
correctly after the image is modified.

3. Testing Robustness: Evaluating how well the
watermark survives attacks like compression, noise
addition, or cropping.

1. Structural Similarity Index (SSIM)

Purpose: SSIM measures the perceptual quality of the
watermarked image by comparing the structural information
between the original and the watermarked image. It assesses
luminance, contrast, and structure [8].

Formula: SSIM compares the local patterns of pixel
intensities between the original and watermarked images.
The formula for SSIM is:

(Znux,u'y+cl) (Zo'xy'l'cz)
(u,zc+y)2,+cl)(a,zc+032,+c2)

SSIM=

Where:

® u, and p,, are the mean pixel values of the original
(x) and watermarked (y) images, respectively.

e o7 and oy are the variances of the original and
watermarked images.

® 0, is the covariance between the original and
watermarked images.

e C; and C; are constants to stabilize the division

with weak denominators (usually small values like
C1=0.01%and C2=0.03?)

Interpretation: SSIM returns a value between -1 and 1, where
1 indicates that the two images are identical in terms of
structure, and 0 indicates no similarity. A high SSIM value
means that the watermarked image is perceptually very
similar to the original image.

2. Mean Squared Error (MSE)

Purpose: MSE measures the average squared difference
between corresponding pixel values of the original and
watermarked images. It is a simple method to quantify the
error or distortion introduced by the watermarking process.

Formula:

1 . .
MSE= N Iivzl(loriginal(l) - Iwatermarked("))2

Where:



o Ioriginal (L) and Iwate‘rmarked (l) are the pixel
values of the original and watermarked images,
respectively.

e N is the total number of pixels in the image.

Interpretation: A lower MSE indicates better image quality
(less distortion), as it means the difference between the
original and watermarked images is minimal.

3. Peak Signal-to-Noise Ratio (PSNR)

Purpose: PSNR is a metric used to measure the quality of the
watermarked image in terms of pixel-level differences. It
compares the original and watermarked images based on the
maximum possible pixel value (usually 255 for an 8-bit
image) and the MSE (Mean Squared Error) [8].

Formula:
10xlog; o (X
PSNR= 10x OglO(M_SE)

Where:

e R s the maximum pixel value of the image
(typically 255 for an 8-bit image).

e  MSE is the Mean Squared Error between the
original and watermarked images.

Interpretation: A higher PSNR indicates better quality (less
distortion), meaning the watermarked image is more similar
to the original. Typical PSNR values are in the range of 30-
50 dB, where higher values (closer to 50) generally indicate
better quality.

TABLE 1. Evaluation Metrics
Watermarked Images

for DCT and DWT

Metric DCT DWT
Watermarked Watermarked
Image Image

PSNR(dB) 45.29 26.26

MSE 0.85 153.79

SSIM 0.997 0.523

DCT exhibited significantly higher PSNR and SSIM values,
indicating better preservation of image quality compared to
DWT.

C. Robustness Testing

There are three main categories of attacks applied to
watermarked images. Natural Distortions occur during
regular image processing or transmission, such as
compression, noise, or blurring, which can degrade image

quality without intent to remove the watermark. Intentional
Attacks are specifically designed to remove or degrade the
watermark, including cropping, rotation, or filtering
operations. Signal Processing Attacks involve technical
modifications to the image’s signal, such as compression or
noise, which affect the image’s structure and can disrupt
watermark detection

We selected Gaussian Blur, Gaussian Noise, and JPEG
Compression as representative attacks for evaluating the
robustness of watermarking techniques due to their relevance
in real-world applications and their distinct effects on image
integrity. Gaussian Blur simulates blurring caused by focus
issues or motion, testing the watermark’s resilience against
typical distortions encountered in practical scenarios.
Gaussian Noise introduces random pixel variations,
mimicking environmental disturbances such as transmission
errors, and allows us to assess the watermark's ability to
withstand random interference. JPEG Compression is widely
used for image storage and transmission, and its lossy nature
poses significant challenges to watermark robustness,
particularly in terms of loss of high-frequency components,
making it an essential test for evaluating watermark stability
under real-world image compression conditions [9], [10].

TABLE I. Watermark Extraction Rate After Attacks (DCT in
Percentage, DWT in dB)

Attacks DCT Extraction | DWT Extraction
Rate(%) Rate

Gaussian Noise 0.00% 0.26 dB

Gaussian Blur 0.00% 0.30dB

JPEG 0.00% Not computable

Compression due to errors

While DWT showed some resilience against Gaussian noise
and blur, both methods struggled under JPEG compression..

Fig.1.Extracted Watermark before attacks

III. PERFORMANCE IMPROVEMENT

In this study, we evaluated the performance of DCT (Discrete
Cosine Transform) and DWT (Discrete Wavelet Transform)
watermarking techniques, focusing on visual quality,
robustness, and extraction accuracy under various attacks.

a) Visual Quality of DCT Watermarking



The DCT watermarking method shows superior visual
quality compared to DWT. The watermark is invisible or
minimally perceptible, as indicated by high SSIM (Structural
Similarity Index) scores and low MSE (Mean Squared Error)
values. These results confirm that DCT watermarking is
highly effective in maintaining the aesthetic quality of the
watermarked image while embedding the watermark in a way
that is not noticeable to the human eye.

b) Robustness and Extraction Rate in DCT

Watermarking

However, the DCT watermarking method demonstrates poor
robustness to attacks. After applying attacks like JPEG
compression, Gaussian noise, and Gaussian blur, the
watermark extraction rate drops to zero. This result highlights
that while DCT is excellent for maintaining visual quality, it
is highly susceptible to distortions caused by compression
and noise, making it ineffective for applications where the
watermark must survive under various conditions.

¢) DWT Watermarking — Robustness and Extraction
Accuracy

The DWT watermarking method, though also not immune to
attacks, shows better robustness than DCT. After subjecting
the watermarked images to the same attacks, DWT extraction
rates were measured at 0.26 dB and 0.30 dB. Although these
values are low and indicate some vulnerability to attacks, they
are still non-zero, showing that DWT performs better than
DCT in terms of attack resilience. However, the extraction
accuracy of DWT is still compromised under significant
distortions, suggesting that even multi-scale approaches like
DWT need further refinement to improve robustness against
various types of attacks.

d) Comparison of DCT and DWT

Comparing DCT and DWT, we find that while DCT excels
in visual quality, it offers no resilience against attacks, as
evidenced by the zero extraction rate after distortion. On the
other hand, DWT provides some level of robustness (with
extraction rates of 0.26 dB and 0.30 dB) but at the cost of
reduced visual quality. This indicates that DWT is more
robust than DCT, but neither method is entirely immune to
the distortions caused by common image attacks.

IV. CONCLUSION

In conclusion, the study reveals a trade-off between visual
quality and robustness in both watermarking methods. DCT
watermarking offers better visual imperceptibility but fails to
withstand common attacks, as shown by the zero extraction
rate. DWT watermarking offers better robustness, but the
extraction rate still drops significantly under attack,
suggesting that further improvements are necessary to
enhance resilience without compromising visual quality.
These findings indicate that both methods have limitations,
and future research should focus on improving robustness
without sacrificing visual quality, or consider exploring
hybrid watermarking methods that combine the advantages
of both DCT and DWT
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